UBND TINH KIEN GIANG CONG HOA XA HOI CHU NGHIA VIET NAM
SO Y TE Péc lip — Tu do — Hanh phuc

So: 2004 /SYT-VP Kién Giang, ngay 2/ thang 6 nam 2024
V/v canh bao 16 hong an toan thong
tin anh huong cao va nghi€m trong
trong cac san pham Microsoft cong bo
thang 6/2024

 RUNGTAMY TE GIANG THANH |
gt ;
- Céc phong chirc nang S0 Y té;
_ Thit treéng cée don vi true thude S& Y €.
(sau day goi 1a don vi)

1o ho s9 Bl i

Thye hién Cong van sé 1378/STTTT-CDS ngay 17/06/2024 cia S& Théng
tin va Truyen thong v?z viéc 16 hong an toan thong tin anh huong cao va nghieém
trong trong cc san pham Microsoft cong bo thang 6/2024.

Nhim dim bao an toan théng tin cho hé thng théng tin ciia cdc don vi thude
va truc thudc SO Y té,

S& Y té yéu cau cac don vi trién khai thuc hién mét so no1 dung sau:

| Kiém tra, ra soat, x4c dinh may tinh sit dung hé dicu hanh Windows c6
kha nang bi anh huong. Thuc hién cap nhét ban va kip thoi dé tranh nguy co bi
tAn cdng (tham khao thong tin tai phu luc kem theo).

2. Tang cudng giam sat va sin sang phuong an xu 1y khi phat hién c6 déu
hiéu bi khai thac, tAn cong mang; ddng thoi thudng xuyén theo ddi kénh canh bao
ctia cac co quan chirc nang va cac td chirc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tAn cong mang.

: Trong qua trinh trién khai, thuc hién c6 kho khan vuong mAc xin }ién }16 So
Y té (qua Vin phong gap ba Bui Thanh Huong, SPT: 09453823839) de phoi hop
thuc hién.

Nhin duoc Cong van dé nghi céc co quan, don vi quan tam, thuc hién/. G

Noi nhdn:

- Nhur trén;

- Trang VPDT;

- Luu: VT, bthuong.
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PHU LUC

HONG TIN VE CAC LO HONG BAO MAT
'RONG SAN PHAM CUA MICROSOFT _
2004 /SYT-VP ngay 21 /6 /2024 ciia So Y té)

b-¢4c 16 hong an toan théng tin

CVE

Mo ta

Link cap nhit tham
khao

CVE-2024-30080

- Diem CVSS: 9.8 (Nghiém)
trong)

- M6 ta: L& hoéng trong
Microsoft Message Queuing
(MSMQ) cho phép déi twong tan
cong thuc thi ma tir xa.

_ Anh huéng: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-30080

CVE-2024-30103

- P1ém CVSS: 8.8 (Cao)

_ M5 ta: L3 hong trong Microsoft
Outlook cho phép d6i twong tin|
cong thuc thi ma tir xa.

_ Anh huwong: Microsoft
Outlook 2016, 2019,
Microsoft 365 Apps for
[Enterprise, Microsoft Office

LTsC 2021.

https://msrc.microsoft.
com/update-

guide/vulnerability/C
VE-2024-30103

CVE-2024-30078

- Piém CVSS: 8.8 (Cao)

- M6 ta: L3 hbng trong Windows
Wi-Fi Driver cho phép déi twong
tin cong thuc thi ma tir xa.

- Anh huong: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-30078




https://msrc.microsoft.
" com/update-

- Diém CVSS: 7.8 (Cao) guide/vulnerability/C
_ M6 ta: Lo hong trong Microsoff  vE-2024-30101
Office cho phép ddi tuong tan| https://msrc.microsoft.
cong thuc thi ma tir xa. com/update-

_ Anh huéng: Microsoft | guide/vulnerability/C
Outlook 2016, 2019, Microsoftf VE-2024-30102
365 Apps for Enterprise, |https:/msrc.microsoft.
Microsoft Office LTSC 2021. com/update-

guide/vulnerability/C
VE-2024-30104

CVE-2024-30101
4+ CVE-2024-30102
CVE-2024-30104

_ Piém CVSS: 7.8 (Cao)
_ M ta: L3 hong trong Microsoft
SharePoint Server cho phép doi|
tuong tin cong thuc thi mi tir xa.
_Anh  hudng: Microsoft
5 CVE-2024-30100 [SharePoint Server 2019,
Microsoft SharePomt
Enterprise ~ Server 2016,
icrosoft SharePoint Server

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-30100

Subscription Edition.

2. Huéng din khic phuc

Bién phap tot nhat dé khic phuc 1a cap nhat ban va cho céc 16 hong an toan thong tin
néi trén theo huéng dan ciia hang. Cac don vi tham khao cac ban cap nhat phi hop cho céac san
pham dang sit dung tai “Link cdp nhdt tham khdo” myc 1 cua bang Phu luc nay.

3. Tailiéu tham khao
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2024/6/1 1/the-june-2024-security- update-

review
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SO Y TE KIEN GIANG CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM Y TE GIANG THANH Péc 14p — Tw do - Hanh phiic

' PHIEU GIAI QUYET VAN BAN DEN
Sb:.... o004 NTT- VP ............ngay,. 0. thang.. £..ndm 2024.........

1. Y kifn ctia lanh dao co quan, t6 chic
- Giao don vi, cd nhan chit trl;... . 0CHC ..o,

2.Y kién ctia 18nh dao Khoa, Phong

- Giao cho ¢4 nhén; thoi han giai quyet d6i véi cé nhan (néu co);
-Ngay,... thang,...... BRI e B R i i ks ot S i i
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3. Y kién dé xuat cia ngwdi gidi quyét.

¢ <A A A “q s A - 5 A 5 s A
- Y kién d€ xuat gidi quyét vin ban dén ctia ¢ nhén;




