UBND TINH KIEN GIANG CONG HOA XA HQI CHU NGHIA VIET NAM
SOYTE Déc lap — Tu do — Hanh phic

So: 2060/SYT-VP Kién Giang, ngay 25 thang 6 nam 2024
V/v canh bao canh bao chien dich
tan cong mang ArcaneDoor anh
hwdng dén cac thiét bj mang Cisco

e A A U A it

: - Céc phong chirc ning S¢ Y té;
s L] TR } - Thu trlr(mg cac dom vi true thude S& Y té.
(sau day goi la don vi)

Thue hién Cong van s6 1026/STTTT-CPS ngay 10/5/2024 ctia S& Thong tin va
Tn}yén thong vé viéc canh bao chién dich tan cong mang ArcaneDoor anh hudng dén cac
thiet bt mang Cisco.

Qua cong tac gidm sat an toan khong gian mang quoc gia, Trung tim Giam sat an toan
khéng gian mang quoc gia (NCSC), Cuc An toan théng tin - Bo Thong tin va Truyén thong,
ghi nhén chién dich tan céng mang ArcaneDoor anh huong dén cdc thiét bi mang Cisco.

Khi truy cap dugc vio céc thiét bi nay, dbi twong tan cdng cd thé diéu hudng hoac diéu
chinh hru lugng mang, theo déi lién lac trong mang va thwe hién hanh dong trai phép.

(Théng tin chi tiét xem tai phu luc kém theo)

N}aém dam bao an toan théng tin cho hé théng thong tin cia cac don vi tree thude
SoY té;

S Y té yéu cau cac don vi trién khai thuc hién mot s6 noi dung sau:

1. Kidm tra, ra soat hé théng théng tin dang sir dung c6 kha nang bi anh
hudng béi chién dich tan cong trén. Chu déng theo dbi cac thong tin lién quan dén
chién dich tAn cdng mang, sin sang cac bién phap bao mat dé tranh nguy co bi tan
cong.

2. Ting cudng gidm sat va sin sang phuong an xir Iy khi phat hién c6 diu
hiéu bi khai thac, tan cong mang; dong thoi thuong xuyén theo doi kénp canh bao
clia cac co quan chitc ning va cic to chuc lon vé an toan thong tin dé phat hién
kip thoi céc nguy co tan cong mang.

Trong qua trinh trién khai, thure hién c6 kho khan virdng mé:c xip litn hé So Y té
(qua Vin phong gap ba Bui Thanh Huong, SPT: 09453823839) dé phoi hop thurc hién.

Nhén duoc Céng vin dé nghi cac co quan, don vi quan tam, thuc hién./.

Noi nhdn: KT.GIAM POC
- Nhr trén: 2
- Trang VPDT;

- Luu: VT, bthuong.

hung Tan Thinh



(Kem theo Cong vin sb:’ 2060/SYT-CPS ngay 26 /6/2024 ciia S¢ Y 1¢ Kién Giang)
1. Thong tin chi tiét ve chien dich tan cong

Chién dich tin cong mang ArcaneDoor anh huéng dén céc thiét b mang Cisco. Khi truy
cdp dugc vao cac thiét bi nay, doi tuong tin cong co thé diéu hudng lai hodc didu chinh hru
hrgng mang, theo déi lién lac trong mang lwdi va thyre hién hanh dong trai phép.

Trong thoi gian vira qua, da cho thiy su gia tang ctia cdc chién dich tAn cong nhim vao
thiét bi mang trong linh vuc cung cap dich vu vién théng va td chitc nang hrgng. Vao dau nim
2024, trong mot cude diéu tra phan tich da phat hién dwgc mot nhém tin cong moi hién dang
duoc theo doi dudi tén UAT4356 bai Talos va STORM-1849 béi Microsoft Threat Intelligence
Center.

Puge biét UAT4356 di trién khai hai backdoor trong chién dich 13n nay, c6 tén “Line
Runner” va “Line Dance”, ca hai dugc sir dung dé thuc hién céc hanh vi doc hai 1én thiét bi bi
anh huéng, bao gém: diéu chinh cau hinh, do tham, theo déi/trich xuét hru lwong mang va leo
thang dic quyén.

Théng qua qua trinh diéu tra phan tich, cac nha phan tich thay rang cic nhém tin cong
thuong trién khai ma doc, thire thi ma tir xa trén thiét bi bj anh huwéng. Hai 16 hong bi khai thac
g6m cé:

* CVE-2024-20353 (Diém CVSS: 8.6 - Cao) ton tai trén Cisco Adaptive
Security Appliance (ASA) Software va Cisco Firepower Threat Defense (FTD)
Software cho phép dbi trong tan cong thire hién tn cong tir chdi dich vu.

¢ CVE-2024-20359 (Piém CVSS: 6.0 -Trung binh) tén tai trén Cisco Adaptive Security

Appliance (ASA) Software va Cisco Firepower Threat Defense (FTD) Software cho

phép doi twrong tén cong thue thi ma tiy ¥ voi ddc quyén root.

Cac dom vi c6 thé tai xuong cac méa I0C tqi hitps:/alert. khonggianmang.vn/



Duéi diy 1a mét sé IoC dwoc ghi nhin
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103.114.200[.]230

212.193.2[.]48
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89.44.198[.]196
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213.156.138[.]78

121.227.168[.]69

213.156.138[.]68

194.4.49[.16

185.244.210[.]65

216.238.75[.]155

2. Khuyén nghi:

- Kiém tra lai céc thiét bj mang cta don vi, tb chirc dong thoi thuc hién cdp nhdt ban v méi
nhét

- Ghi chép lai s kién ctia thiét bi vao mét dia diém bao mat tap trung.

- Sir dung xéc thyre da budc (MFA) bao mat cao.

3. Tai liéu tham Khao
https://blog talosintelligence.com/arcanedoor-new-espionage-focused- campaign-found-

targeting-perimeter-network-devices/
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